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Not Before

Created : 18/21/2021 10:30:12 AM
Updated 18/21/2021 18:38:12 AM
Recovery Level : Recoverable+Purgeable
Tags H

PS /home/thato> ]
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O |0 sessionexied % | [) scs00kv1995630201 - Microsoft x P I

Exercise - Add and delete users . X | [ Session expired x|+ - o X
& c o6 ://portal.azure.com, scareer.co.za/resoL bscriptions/72! )-4 15-664a8679c215/resourceGrouf AB10/providers/M e T 3|1 2 %
[ YouTube [9 Maps [ News [9 Gmait [9 Comptia Networks.. € Microsoft Office Ho.. [ do

Microsoft Azure R Search resources, services, and docs (G+/)

lose access to # Log In to COL Cam, B ob oup 5. O The Course Overvie. O Cisco CONA Routin, orites.

az500kv1995630201 | Keys x

T Restore Backup &~ Manage

nerate/Impart () eted keys

Name Status Expiration date

MyLabKey + Enabled

PS /home/thato>
PS /home/thato> .VaultName
PS /home/thato> Get- YV aultName

Vault/HSM Name : az56@kv1995636201
Name : MyLabKey

Version 3

Id https://az560kv1995638201.vault. azure.net:443/keys/MylLabKey
Enabled True

Expires

Not Before :

Created : 18/21/2021 18:38:12 AM
Updated 1 10/2:

Recovery Level : Recoverable+Purgeable
Tags 3

PS /home/thato> .key.kid
https://az560kv19956302@1.vault.azure.net/keys/MyLabKey/11b901b769194457988e76a04aecd81c
PS /home/thato> []

& o A AR5 4 O C Sunny A~ @

O | [ sessioneired X | [3 =z5006v1995630201 - Microsoft X Licenses - Microsoft Azure X | B Exercise - Add and delete users X | [ Session expired x|+ - o x
& c o6 ://portal.azure.com, scareer.co.za/resoL bscriptions/72! )-4 15-664a8679c215/resourceGrouf AB10/providers/M e T 3|1 2 %

O Cisco CONA Routin,

[ vouTube [ Maps [ News [9 Gmail [ Comptia Network+.. () Microsoft Office Ho.. [ don'tlose accessto.. # Log In to COI

soft Azure R Search resources, services, and docs (G+/)

az500kv1995630201 | Keys x

Generate/import () Refrash T Restore Backup ¢~ Manage deleted keys

Name Status Expiration date

MyLab -

Settings

Netwarking

0 securiy

Properties

Lacks

Monitoring




O | [ sessioneired X | [ Mylabkey - Microsoft Azure % Licenses - Microsoft Azure x " Exercise - Add and delete users. X | [§) Session expired S = a x
&« (@] &) ://portal azure.com, icaree i /M f e KeyVault/K ps://az500kv1995H ault.azure.net/keys/My s © O = 2 %

[ voutube [ Maps [ News [3 Gmail [§ Comptia Network+.. () Microsoft Office Ho.. [ do

Microsoft Azure R Search resources, services, and docs (G+/)

MyLabKey x

lose access to.. @ Log Into COLCam.. [ Obj

oup 5. O The Course Overvie. O Cisco CONA Routin,

orites

version () Refresh  [i] Delete vad Backup

Versian Status Activation date Expiration date

CURRENT VERSION

Task 3: Add a Secret to Key Vault

(m} | Y Session expired X | [ myLavk:

x Licenses - Microsoft Azure x | % Exercse-Add and delete wsers x| [ Session expired S - o x
e G a //portal.azure.com scareer.co.z /N f & KeyVault/K ps://az500kv1995 ault.azu
[ voutube [ Maps [Y News [3 Gmail [ Comptia Network+.. () Microsoft Office Ho.. [ don'tlose accessto.. # LlogInto COLCam.. [ Objer

soft Azure P Search resources, services, and doc:

G+N

MyLabKey x

Mew Version () Refresh  [i] Delete b

Backup
Version Status Activation date Expiration date
CURRENT VERSION
e ThIAe adas + Enabled ;
PowerShell v | 0 ? @ [ O B = b &

PS /home/thato> AZKeyVaultKey .VaultName
PS /home/thato> Get-AZKeyVaultk kv.VaultName

Vault/HSM Name : az58@kv1995638281
: MyLabKey

https://az5@@kv199563@201 . vault. azure.net:443/keys/MyLabKey
Enabled : True
Expires :
Not Before
Created 1 18/21/20821 18:38:12 AM
Updated

Recovery Level : Recoverable+Purgeable
Tags H

/home/thato> $key.key.kid
https://az500kv1995630201.vault.azure.net/keys/MyLabKey/11b901b769194457988e76a84aecd81c
PS /home/that: ConvertTo-SecureString
PS /home/thato>
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(m} | Session expired X | [3 MyLabKey - Microsoft Azure x Licenses - Microsoft Azure x | B" Exercise - Add and delete users - X ‘ [ session expired x| + - =] *
<« G 2 portal azure.com, scaree V f 7500kv1 ault =t /keys/} s © Q| 1= 2 %

[ voutube [ Maps [Y News [3 Gmail [ Comptia Network+.. () Microsoft Office Ho.. [

Microsoft Azure P search resources, services,
F

lose access to.. @ Log In to COL Cam,

MyLabKey x

") Refresh  [i] Delete

load Backup

Versian Status Activation date Expiration date
CURRENT VERSION

ha01hTA9194457 181 + Enabled

Powershell v | (0 ? OB = b &
PS /home/thato> Get-AZKeyVaultkey ltame $kv.VaultName

Vault/HSM Name : az50@kv1995638281
Name : MyLabKey

Version

Id https://az560kv19956308201.vault.azure.net:443/keys/MyLabKey
Enabled True

Expires

Not Before 3

Created : 10/21/2021 18:38:12 AM
Updated : 18/21/2821 18:3
Recovery Level : Recoverable+Purgeable
Tags 3

PS /home/thato> fkey.key.ki

https://az58@8kv1995638281.vault.azure. net'keys'M)'Lahi(ey’11bBG1b759194457985=76a94ae:d51c
PS /home/thato> ConvertTo-SecureString

PS /home/thato: VaultSecret tName .VaultName

PS /home/thato>

(] ] Session expired X | [ Mylabkey - Microsoft Azure % Licenses - Microsoft Azure X | B Exercise - Add and delete users X | [ Session expired x|+ - o X
<« G ) portal azure.com scaree y f 2500kv1 ult =t/keys/) s ©® QO 1= e 0
[ vouTube [Y Maps [ News [J Gmail [3 Comptia Networkr.. () Microsoft Office Ho.. [ o

Microsoft Azure P search resources, services,

lose access to.. @ Log Into COLCam.. [ Obj

NA Routin,

d docs (G+/)

Powershell v | O 2 @ b [ (O D — 0O x
Created + 18/21/2821 18:3

Updated 10/21/2021 10:30:12 AM

Recovery Level : Recoverable+Purgeable

Tags :

PS /home/thato> fkey.key.kid

https://az500kv1995630201.vault . azure. netﬂkeys}'HyLabkeya11b981b75919l‘l457qEBE?éaMaecdalc
PS /home/thato> $s

PS /home/thato> _' S t .VaultName

PS /home/thato> Get-AZKeyVaultSecret .VaultName

Vault Name : az50@kv1995630201
Name ¢ SQLPassword

Version :

Id : https://az500kv1995638201.vault.azure.net:443/secrets/SQLPassword
Enabled : True

Expires

Not Before :

Created : 18/21/2021 10:38:55 AM
Updated : 18/21/20821 18:38:55 AM
Content Type :

Tags

PS /home/thato> []

Sunny A @




M | [ sessionexpired X | [ s2500kv1995630201 - Microsofi X Licenses - Microsoft Azure % | B Exercise - Add and delete users X | [ Session expired x | + - o x

&« (%] o} ps://portal azure.com/ Jcareer.co.za/resourc scriptions/726c2477-8699-4317-8f15-664; resourceGrour S00LAB10/providers/Micro. L2 T8 T OQ = @ & e

[ Youlube [ Maps [ News [3 Gmail [J ComptiaMetworks.. () Microsoft Office Ho.. [J don'tlose accessto.. # LogintoCOLCam.. [ Objectivegroup5.. O The CourseOvervie.. O Cisco CCNA Routin. () Other favorites

eSS et

Home > Resource groups > AZS00LAB10 > az500kv1995630201

[ az500kv1995630201 | Secrets x

Key vault
1) « + Generate/impart () Refresh T Restore Backup 2 Manage deleted secrets

D Overview = Name Type Status Expiration date

B Activtylog SQLPassword + Enabled

A Access control (IAM)

@ Tags

Z? Diagnose and solve problems
Events

Settings
Keys

[3 secrets

&= Certificates

= Access policies
s Networking

Q Ssecurity

Properties
B Locks

Monitoring

M | [ sessionexpired X [ sQLPassword - Microsoft Azure X Licenses - Microsoft Azure % | B Exercise - Add and delete users X | [ Session expired x | + - o x
& G ) https://portal.azure.com/ scareer.co.za 3s://az500kv1995630201 vault.a rd £ s Gl @ @ o
[ Youlube [ Maps [ News [3 Gmail [J ComptiaMetworks.. () Microsoft Office Ho.. [J don'tlose accessto.. # LogintoCOLCam.. [ Objectivegroup5.. O The CourseOvervie.. O Cisco CCNA Routin. () Other favorites

eSS et

Home > Resource groups > AZS00LAB10 > az500kv1995630201

[ SQLPassword - X

Versions
+ MewVersion () Refresh [i] Delete L Download Backup
Version Status Activation date Expiration date

CURRENT VERSION

86f7dcbBdc324bdfBe0e63727344c0b9 ~ Enabled

e Configure an Azure SQL database and a data-driven application- [20]



Task 1: Enable a client application to access the Azure SQL Database service.
0 | [) sessionexpired x | B Home - Microsoft Azure X | W% Appregistrations - Microsoft A= x| % Exercise - Add and deletewsers | X | [ Session expired x|+ — (=
I AAD_RegisteredApps/ApplicationsListBlade % T Q8 = @ 2 o

[ YouTube [ Maps [ News [ Gmail [ Comptia Network+.. () Microsoft Office Ho.. [3) don'tloseaccessto.. # LogintoCOLCam.. [Y Objective groupS... O The Course Ovenvie.. O Cisco CCNA Routin...

Microsoft Azure P Search resources, services, and docs (G+/) Thatol55@clucareer.co

Home

<« G @ https//portal.azure.com/#bl

F) Other favorites

App registrations 2 - %

+ New registration @ Endpoints ¢* Troubleshooting () S Preview features | O Got feedback?

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph, We will continue to provide technical support and security updates but we will no longer provide feature updates.
Applications vill need to be upgraded to Micrasoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Allapplications ~ Owned applications  Deleted applications

£ Start typing a display name tc

results F Add filters

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

132805

https://go.microsoft.com/fwlink/Zlinki

M | [ Session expired x | B" Home - Micrasoft Azure X B Register an appication - Micros x| [B% Exercise - Add and delete users . x | [}) Session expired x | + - o x

“ @] & https

[ vouTube [Y Maps [ News [4 Gmail [Y Comptia Networks.. €J Microsoft Office Ho.. [ don'tlose accessto.. # LogintoCOLCam.. [%) Objectivegroup5... ©

Home > App registrations

Register an application - X

slicationsListBl

portal azure.com/ Microsoft_AAD |

Gt ® & e

£ Other favorites

* Name

The user-facing display name for this application (this can be changed later)

Supported account types

Who can use this application or access this API?

Accounts in this organizational directory only (Cantaso Marketing Company only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

() Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype. Xbox)

(O Personal Microsoft accounts only

Help m

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios

agree o the Micrasoft Platform Policies o




| [ Session expired % | B Home - Microsoft Azure X BY Register an appiication - Micros x| [§¥ Exercise - Add and delete users . X | [§) Session expired x |+

= G @ http

‘portal azure.com/#blade/Microsoft AAD_

pps/ApplicationsListBlade

[ vouTube [ Maps [ News [3 Gmail [J Comptia Networks.. () Microsofi Office Ho.. [3) don'tlose accessto.. # Log Into COL Cam...

[ Objective group 5....

% T Bt

O The Course Overvie O Cisco CCNA Routin...

Home > App registrations

Register an application

[ satape B

Supported account types

Who can use this application or access this API?

Accounts in this organizational directory only (Contoso Marketing Company only - Single tenant)
O e

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

nts in any organizational d

tory (Any Azure AD directory - Muktitenant)

() personal Microsaft accounts anly

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is opticnal and it can be
changed later, but a value is required for mast authentication scenarios

Web ~ | [ httpsussalapp .

Register an app you're warking on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise

oceeding, you agree to the Microsoft Platform Policies of

- o x
@ 2 e

£ Other favorites

| [ session expired x | " Home - Microsoft Azure x | B saltpp - Microsoft Azure x | B" Exercise - Add and delete users X | [ Session expired x |+

<« cC o

portal.azure.com/#blade/Microsoft AAD_R

pps/ApplicationMenuBla

ccd3bd

/appld

[ vouTube [ Maps [ News [3 Gmail [J Comptia Networks.. () Microsofi Office Ho.. [3) don'tlose accessto.. # Log Into COL Cam...

db-4359-alea-699¢1

[ Objective group 5....

Home > App registrations

sqlApp =

« W Delete & Endpoints B Preview features

B overview

& Quickstart

@ Got asecond? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

95b2/objectl:

% T Bt

O The Course Overvie O Cisco CCNA Routin...

- [=} Es

£ Other favorites

# Integration assistant A Essantials
Manage Display name Client credentials Add a certificate or secret
Application {client) 1D cceed3b0-34db-4359-a1ea-699e 1dd495b2 Redirect URIs 1 web, 0 spa, 0 public client
B Branding
Object ID : 780ffada-054b-43d3-8b25- 24845014642 Application 1D URI Add an Applic: D URI
D Authentication
Directory (tenant) ID  : ca37d636-a885-4116-b0cd-ba'c4edcdd1b Managed application in L... : sqlApp
Certificates & secrets .
Supported account types : My organization only
11! Token configuration
x
9 AP permissions @ Welcome to the new and improved App registrations. Loaking ta leam haw it's changed from App registrations (Legacy)? Leam mare
& Expose an AP
@ Starting June 30th, 2020 we will o longer add any new features to Azure Active Directary Authentication Library ( Anm ) and Amn: An Graph. We will continue to provide technical support and security updates *
App roles but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Jar n mare
& Owners
Roles and administrators | Get Started  Documentation
Preview
B Manifest

Build your application with the Microsoft identity platform

Support + Troubleshooting

/2 Trruhlashnntinn

. The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern



O | [ sessionexpired x | " Home - Microsoft Azure x | B saltpp - Microsoft Azure x | B" Exercise - Add and delete users X | [ Session expired x |+ - o x
&« (%] 3  httpsy/portal.azure.com/#blade/Microsoft AAD | pps/ApplicationMenuBla ppld ib-4359-alea-699e1dd495b2/object] 76 © O = @ & e
[ YouTube [9 Maps [ News [9 Gmait [% Comptia Networks.. € Microsoft Office Ho.. [ don'tleseaccessto.. # logintoCOLCam.. [ Objectivegroup5.. O The CourseOvervie.. O Cisco GCNA Routin... ) Other favorites
Home > App registrations
x i sqlapp #
P Search (Ctrl+/) « Delete @ Endpoints (5 Preview features
B overview . ) Got a second? We would love your feedback an Micrasoft identity platform (previously Azure AD for developer). =
x

longer provide feature updates & Quickstart

#  Integration assistant

A Essentials

Client credentials

Add a certificate or secret

Manage Display name
- fJcccea3bo-34db-4359-a1ea-699e 1dd49sh: Redirect URIs 1 web, 0 5pa, 0 pu ent
= Branding

Object ID : 780ffada-054b-48c3-Bb25-24845¢c 14642 Application ID UR Add an Application ID URI
D Authentication

Directory nant) 1D ca37d636-a885-4f16-blcd-balcdedcOdib Managed application in | : sqlApp

Certificates & secrets

Supported account types : My organization only

Il Token configuration

o APl permissions @ Welcome to the new and improved App registrations. Looking to leam how it's changed from App registrations (Legacy)? Leam more

& Expose an APl
@ Starting June 30th, 2020 we will na longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide t

App roles but we will no longer provide featurs updates. Applications will need to be upgraded to Micrasaft Authentication Library (MSAL) and Microsaft Graph. Leam more
& Owners
&. Roles and administrators | Get Started  Documentation

Preview —
B Manifest

Build your application with the Microsoft identity platform

Support + Troubleshooting

The Microsoft identity platform is an authentication sen. an create

open-source libraries, and application management tocks. Yo
a0e - 248450014542/ 1sM: i

rg/service.

x | " Home - Microsoft Azure x| B - o x
@ 2 e

£ Other favorites

O | [ sessionexpired sqlipp - Microsoft Azure x
< cC 6

[ YouTube [9 Maps [ News [9 Gmait [9 Comptia Networks.. [ Microsoft Office Ho..

8" Exercse - Add and delete users . X | [3) Session expired

portal.azure.com/#blade/Microsoft AAD_R

0

34db-4359-a1ea-699e1dc

pps/ApplicationMenuBla

Credentials/appld/cc

[ don'tiose accessto..  # logintoCOLCam.. [%) Objectivegroup5.. O The Course Overvi

-
Home > App registrations > sqlApp
sqlApp | Certificates & secrets » - x
« & Got feedback?
B overview = Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS -
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
& Quickstart
#  Integration assistant
Certificates
Manage - i
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred o as public keys.
B Branding
D authentication T Upload centificate
T . Thumbgprint Start date Expires Certificate ID
m .
I1i Token configuration No cenificates have been added for this application.
S~ AP permissions
& Expose an AP
App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Roles and administrators |
Preview + New client secret
B Manifest Description Expires value Secret ID
Support + Troubleshooting No client secrets have been created for this application. >

AAD, i all




M | [ sessionexpired

Add 2 client secret - Microsoft /. X | [ Exercise - Add and delete users . X | [ Session expired x | + - 0o x

&« (%] o} ‘portal azure.com/#bla licationMenuBlade/Credentials/appld/c bo 59-alea-699e1dd4 ¢ © O = @ & e
[ YouTube [9 Maps [ News [9 Gmait [% Comptia Networks.. € Microsoft Office Ho.. [ don'tleseaccessto.. # logintoCOLCam.. [ Objectivegroup5.. O The CourseOvervie.. O Cisco GCNA Routin... ) Other favorites
Home > App registrations > sqlApp Add a client secret %
sqlApp | Certificates & secrets 2
Description [ ke |
) « & Got feedback?
Expires [12 months ]
B Overview = Credentials enable confidential applications to identify themselves to the authentication service when receiving toket
scheme). For a higher level of assurance, we recommend using a certificate (instead of a dlient secret) as a credential
& Quickstart
Integration assistant "
Certificates
Manage
Centificates can be used as secrets to prove the application's identity when requesting a token, Akso can be referred 1
B Branding
D Authentication T Upload certificate
T e Thumbprint Start date Expires
Hi i o
I Token configuration No certificates have been sdded for this application.
S API permissions
& Expose an AP
App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as app
& Roles and administratars |
Preview = New lient secret
B Manifest Description Expires value
Support + Troubleshooting No client secrets have been created for this application.
2 Teublachantinn

M | [ sessionexpired x | " Home - Microsoft Azure X | B salpp - Microsoft Azure x | B" Exercise - Add and delete users X | [ Session expired - o x
&« (%] ) https://portal.azure.com/#blade/Microsoft AAD_RegisteredApy licationMenuBlade/Credentials/appld/ccccd3b0-3 )-alea-699e1dd495b2 objectic a = @ & e
[ YouTube [9 Maps [ News [9 Gmait [% Comptia Networks.. € Microsoft Office Ho.. [ don'tleseaccessto.. # logintoCOLCam.. [ Objectivegroup5.. O The CourseOvervie.. O Cisco GCNA Routin... ) Other favorites
S e e e ) C o
Home > App regi sqlApp
sqlApp | Certificates & secrets » - x
o /) « & Got feedback?
B Overview Certificates -
™
Quickstart Certificates can be used as secrets to prove the application’s identity when requesting a token. Alsa can be referred to.as public keys
#  Integration assistant
T Upload certificate
Manage
Thumbprint Start date Expires Certificate ID
B Branding
2D Authentication Mo certificates have been added for this application.
Centificates & secrets
11l Token configuration
Client secrets
S API permissions
. that the application use e its dentity when request en. Also can be referred to licatic
& Expose an AP A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
App roles + New client secret
Owners
& Owners Description Expires Value Secret ID
& Roles and administratars |
Proview Keyl 10/22/2022 gHUTQ-QiXIDSWZBH-DNGDhhviaNYwid... [y 3bealadf-28af-44b1-a415-305ce29e8496 [y
W Manifest
Support + Troubleshooting 5

/2 Trruhlashnntinn




(] : % | B Home - Microsoft Azure x Microsoft Azure x | B® Exercise - Add and delete users X | [ Session expired x | +
<« C & portal azure.com s T 01 2 %
[ vouTube [9 Maps [ News [9 Gmail [9 Comptia Network+ *Untitled - Notepad o

File Edit Format View Help
$connectTestResult = Test-MetConnection -ComputerName gadthatocreate.file.core.windows.net -Port 445
if ($connectTestResult.TcpTestSucceeded) {

Microsoft Azure

T App registrations > sq # Save the password so the drive will persist on reboot
cmd.exe /C "cmdkey fadd:” "gaathatocreate.file.core.windows.net™™ /user:” "localhost\gaathatocreate™ [fpass:” "6t56SmrEsF@j+CvREQWdIIAL
sqlApp | Certificates & secrets 2 # Mount the drive
New-PSDrive -Name Z -PSProvider FileSystem -Root "\\gadthatocreate.file.core.windows.net\my-file-share” -Persist
} else {

Got fee Write-Error -Message “Unable to reach the Azure storage account via port 445. Check to make sure your organization or ISP is not blo

back?

}
B Overview e
B Overview Certificates
Quickstart ccecd3bp-34db-4359-alea-699e1ddagsbz
Certificate: d as {
# Integration assistant
F3 N 3bealadf-28af-44b1-aafs-3bs5ce2908496
Upload certificate
Manage Y
alu

Thumbprint
mbprn gHU7Q~Qi XTOSWZBH-DNGDhhviaNYwt9eUpg7.

No certificates have

Client secrets

9 API permissicns

et string that the app|

o

App roles

Ln 18, Col 38 100%  Windows (CRLF) UTF-8
& Owners

Description Expires Value Secret ID

Key1 10/22/2022 gHUTQ~QiXI05w,

3bealadf-28af-44b1-a4i5-3b5ce29e8496 [y [il]

Support + Troubleshoating

/2 Trruhlashnntinn

Task 2: Create a policy allowing the application access to the Key Vault.

(m} ession expired x | B% Home - Microsoft Azure X salipp - Microsoft Azure X | B Exercise - Add and delete users X | [ Session expired x | + - o ®
<« G B8 portal.azure.com s © O 1= 2
[ vouTube [ Maps [ News [3 Gmail [3 Comptia Metworks.. (3 Microsoft Office Ho.. [ lose access to..  # LogintoCOLCam.. [3 Obj group 5. r g O Cisco CONA Routin.

icrosoft Azure P Search resources, services, and docs (G+/)

Azure services

reat Subscriptions Reso

groups

PowerShell v | (O 7

Requesting a Cloud Shell.Succ
Connecting terminal...

0

@ 27°C Mostly cloudy ~ &




salipp - Microsoft Azure X | B Exercise - Add and delete users X | [ Session expired x| + = a x

[m} ] Session expired X | B% Home - Microsoft Azure X
&« G 3 portal.azure.com;

[ voutube [ Maps [Y News [3 Gmail [ Comptia Network+.. () Microsoft Office Ho.. [ lose access to.. @ Log In to COL Cam,

Microsoft Azure £ Search resources, services, and docs (G+/) Thatol55@ctucareer.co
CTU CAREER (CTUCAREER.COZA)

Azure services

_|_

reat Subscriptions

Virtual

machines

s groups

Powershell v | (& ? (R R =
Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI

Type “help” to learn about Cloud Shell

MOTD: Connect to a remote Azure VM: Enter-AzVM
VERBOSE: Authenticating to Azure ...

VERBOSE: Build> $app 4 =
PS /home/thato> [

(m} ion expired X | B% Home - Microsoft Azure x | @" salipp - Microsoft Azure X | B Exercise - Add and delete users X | [ Session expired x | + - o ®
& (@] a portal azure.com s T OO 1= e ~

O Cisco CONA Routin,

lose access to..  # loginto COLCam.. [ Obj

[ vouTube [ Maps [ Ne [ Gmail [ Comptia Network+.. () Microsoft Office Ho.. [3

icrosoft Azure £ Search resources, services, and docs (G+/)

Azure services

_|_

Netw:

Subscriptions

registrations groups

Powershell v | (& ? [N R = [0 &
Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI

Type “help” to learn about Cloud Shell

MOTD: Connect to a remote Azure VM: Enter-AzVM

VERBOSE: Authenticating to Azure
VERBOSE: Build> vNa y ] ) -VaultName

az5eekv1995638201
PS /home/thato> I




ion expired X | B% Home - Mi Azure x sqlApp - Microsoft Azure X | " Exercise - Add and delete users X | [ Session expired x|+ - O
<« C portal.azure.com s TR = @ &
O YouTube [ Maps [) News [ Gmail [3 ComptiaNetwork+.. (J Microsoft Offic lose access to.. @ LlogintoCOLCam.. [3 Obj group 5... O The Course Overvie.. O Cisco CCNA Routin. Other f
Microsoft Azure £ Search resources, services, and docs (G+/) 8 0 & ® & Th;‘}(;ﬁ?lm;gm
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e Demonstrate the use of Azure Key Vault in encrypting the Azure SQL
database- [20]

Task 1: Run a data-driven application to demonstrate the use of Azure Key Vault in encrypting
the Azure SQL database

Visual Studio

Sign in to Visual Studio

Can’t sign in to the visual studio due to | am already logged in using that account




Will just use the visual studio | have just to show more practical way of doing this assignment
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As | did Visual studio code in my own windows didn’t use the remote that | had to use it won’t be
linked with the SQL Management Studio that is supposed to be used but let us try and
see practically

1. Inthe Object Explorer pane, right-click the medical database and, in the right-click menu,
click New Query.



(Student (61)) - Microsoft SQL Server Management Studio (Administrator)

s SOLQuerylsal - sqlservend42upkozh i
File Edit View Query Project Tools Windaw Help
o l8-0-t R By RRRAR I XTA|Y - - mrEmE-,
4 | master - | b obeate = v AR PP -
. ]

SQLQueryl.sql - sql..aster (Student (1)) + X

& *

= Lis sqlservend42upko2here database windo|

Connect~ ¥ ¥

Databases
Security
Integraticn Services Catalogs

Student (61)  master  00:00:00 0 rows

sqlservenid2upko2here.data..

100% =
> J¥. Connected. (1/1)

From the query window, run the following query to verify that the data that loaded into the

2.
database from the console app is encrypted.

SELECT FirstName, LastName, SSN, BirthDate FROM Patients;
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> M & query executed successully




3. Switch back to the console application where you are prompted to enter a valid SSN. This
will query the encrypted column for the data. At the Command Prompt, type the following
and press the Enter key:

999-99-0003

It didn’t appear that | have to enter SSN

Insert Design layout References Mailings Review View Help Q) Tell me what you want to do

« er avalid SSN. This
will query the encrypted column for the data. At the Command Prompt, type the following

and press the Enter key:

999-99-0003
Note: Verify that the data returned by the query is not encrypted.

4. To terminate the console app, press the Enter key

& 18°C lightrain ~ @ 7 ENG

1432 =
2021/10/26 21

Note: Verify that the data returned by the query is not encrypted.

4. To terminate the console app, press the Enter key

Clean up resources
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RBOSE: Authenticating to Azure
Building your Azure drive
PS /home/thato> Remove-AzResourceGroup
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Conclusion
The assignment was done by following the instructions given in some | did what | can in my own
way.



