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e Start collecting data from Azure Activity and Security Center.
e Add built in and custom alerts

e Review how Playbooks can be used to automate a response to
an incident.
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Task 2: Configure Azure Sentinel to use the Azure Activity data connector.
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Task 3: Create a rule that uses the Azure Activity data connector.
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Rules b it
& incidents 4 40 - LEARN MORE
About
@ workbooks Active rules 1 High (1) Medium (0) Low (0) Informational (39) e
© Hunting »
B Horebonks Activerules  Rule templates (D suspicious number of resource creation or deploy...
Entity behavior O Suspicious number of resource creation o Severity : All Rule Type : All Tactics : All Medium scheduled
ty Rule Ty
&) Threat intelligence M impact .
Severity T. Mame Ty Rule type Ty Data sources Tactics
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B Content hub (Preview) let szOperationhames = dynamic(

["microsoft.compute/virtualMachines/
@ Repositories (Preview) write”, "microsoft.resources/deployments/

write"]);
B Community let starttime = 7d;

let endtime = 1d; -
Configuration

Data connectors 0 Noe
+ Vou haven't used this template yet: You can use it to
& Analytics create analytics rules.
= One or more data sources used by this rule is

B watchlist missing. This might limit the functionality of the rule.

Automation
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Create an analytics rule that will run on your data to detect threats.
Analytics rule details

Name *
Suspicious number of resource creation or deployment activities

Description
Indicates when an anomalous number of VM creations ar deployment ac

s

oceur in Azure via the AzureActivity log
The anomaly detection identifies activities that have occurred both since the start «

Tactics

B impact v
Severity
Medium ~
Status

Disabled
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c for your new analytics rule Results simulation
This chart shows the results of the last 50 evaluations of the defined analytics rule. Click a point n the
chart to display the raw events for that paint in time.

Define the

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.
@ Test with current data

A\ Cne or more entity mappings have been defined under the new version of Entity Mappings. These will nat appear in the query code. Any entity
mappings defined in the query code will be disregarded. -

let szoperationMames = dynamic(["microsoft.compute/virtualMachines/write”, "microsoft.resources/
deployments/urite”]);

let starttime = 7d;

let endtime - 1d;

Azureactivity

| where TimeGenerated between (startofday(ago(starttime)) .. startofday(ago(endtime))) =

Alert enrichment (Preview)
~ Entity mapping

Map up to five entities recognized by Microsoft Sentinel from the appropriate fields available in your query results
Thic enahles Mirrnsaft Sentinel t rarnnnize and classify the data in thece fislels far further analsic
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Incident settings
Microsoft Sentinel alerts can be grouped together inta an Incident that should be looked into,
¥ou can set whether the alerts that are triggered by this analytics rule should generate i

Create incidents from alerts triggered by this analytics rule

Enabled JESCRINEN]

Alert grouping
Set how the alerts that are triggered by this analytics rule, are t
Grouping alerts into incidents provides the context you need to respond and reduces the noise from single alerts.

Group related alerts, triggered by this analytics rule, into incidents

Enabled

Limit the group to alerts created within the selected time frame

Group alerts triggered by this analytics rule into a single incident by
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Alert automation
Select a playbook 1o run when a new alert is generated from this analytics rule. The playbook wil receive the alert as its input. Only playbooks configured
with the alert trigger can be selected

0 selected v

Name Status

No playbooks selected

Incident automation (preview)

cident as its

rule and create new automation rules. The automation rule will receive the

View all utomation rules that wil be triggered by this analyti
input, as will any playbooks called by the automation rule. Gnly playbooks configured with the incident trigger can be called by automation rules.
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Suspicious number of resource creation or deplayment activities

Indicates when an anomalous number of VM creations or deployment activities occur in Azure via the AzureActivity log. The anomaly detection identifies activities that have occurred both since the start of the day 1
day ago and the start of the day 7 days ago. The start of the day is considered 12am UTC time.

B impact

Medium

Enabled

let szOperationNames = dynamic([“microsoft.compute/virtualMachines/write", “micrasoft.resources/deployments/write"]);

let starttime = 7d,
let endtime = 1d
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Task 4: Create a playbook
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Deploy from a custom template

Select a template
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Automate deploying resources with Azure Resource Manager templates in a single,
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Common templates
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Edit template

Edit your Azure Resourc

template
| Addresource T Quickstarttemplate T Loadfile ¥ Download
«

://schema.management . azure . com/schemas/ 2019 -64-01/deployment Template. jsons”, 1
.0.0.0",

"$schema”: "https
"contentversion
"parameters™: {},
"resources™: []

& Parameters (0)

*) Variables (0)
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3
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# Resources (0)
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Edit template

Azure Resource b

Edit yo rager template

@ Upload Completed for X
changeincidentseverityjson

6,83 KiB | “Streaming upload”

+ Addresource T Quickstarttemplate T Lloadfile ¥ Download
« 1 B
5 @ Parameters ) 2 "Sschema”s https://schena.managenent. azure. con/schemas/2015-01-01/deployment Template. jsont”,
N 3 contentversion™: "1.8.0.8",
> |] Variables (1) a "metadata”:
8 Resources 2] 5 "comments”: "This playbook will change Incident severity based on specific username that is part of the Incident user entity.”,
B R 6 “author”: “Yaniv Shasha®
& !.tarlahla-:['hnu?i?'rm?l( onnectic 7 )
(Microsoft.Web/connections) N "parameters™: {
4 [parameters(PlaybookName )] 9 "playbookhame”: {
(Microsoft.Lagic/workflows) 10 “defaultvalue”: "Change-Incident-severity”,
11 "type™: “string”
12 I
13 "usertiame™: {
14 "defaultvalue”: "<username>@<domain>”,
15 "type
16 }
17 b
18 “variables™: {
19 "AzureSentinelConnectionName™: "[concat( azuresentinel-", parameters('PlaybookName'))]”
20 s
21 "resources”: [
22
7 "type™: "Microsoft.Web/connections”,
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Custom deployment

Deploy from a custom template

Selectatemplate  Basics  Review + create

Template

=

Project details

Customized template &'
2 resources

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * Azure subscription 1

Resource group (O

Create new

Instance details

Region (I

Playbook Name Change-Incident-Severity

User Name <username> @ <domain>
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Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription *

< subsuription 1 v

Resource group * @ AZS00LAB131415 ~

Create new

Instance details

Region * (US) East US v

Playbook Name Change-Incident-Severity v
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Summary
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2 resources

Terms

Azure Marketplace Terms  Azure Marketplace

By clicking “Create” | (a) agree to the applicable legal terms associated with the offering; {b) authorize Microsoft to
charge or bill my current payment method for the fees associated the offering(s), including appliceble taxes, with the
same billing frequency as my Azure subscription, until | discontinue use of the offering(s}; and (c) agree that,if the
deplayment invalves 3rd party offerings, Microsaft may share my contact informatian and other details of such
deployment with the publisher of that offering

Microsoft assumes no responsibility for any actions performed by third-party templates and does not provide rights for
third-party products or services. See t Marketplace Terms for additional terms.

ne Az

Deploying this template
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create ane or more Azure resources ar Marketplace offerings. You acknowledge that you

\q the applicable pricing and legal terms associated with all resources and offerings deployed
as part of this template. Prices and associated legal terms for any Marketplace offerings can be found in the Azure
Marketplace; both are subject to change at any time prior to deployment.
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Task 5 Create a custom alert and configure a playbook as an automated response
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Task 6: Invoke an incident and review the associated actions.
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