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Project 
 

• Start collecting data from Azure Activity and Security Center. 

• Add built in and custom alerts 

• Review how Playbooks can be used to automate a response to 

an incident. 
 

Task 1: On-board Azure Sentinel 
 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

Task 2: Configure Azure Sentinel to use the Azure Activity data connector. 
 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

Task 3: Create a rule that uses the Azure Activity data connector. 
 

 

 



 

 

 

 

 

 

 



 

 

 

  



 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



Task 4: Create a playbook 
 

 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



Task 5 Create a custom alert and configure a playbook as an automated response 

 

 

 

 

 



 

 

 

 

  



 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

Task 6: Invoke an incident and review the associated actions. 
 

Can’t access the security centre due to the subscription I am using 

 

 



2.On the Security Center | Azure Defender blade, click Just-in-time vm access section. 
Due to I can’t access the security centre the assignment will not be full when it comes to entering 

and working with security center. 

 

 

4. In the Azure portal, in the Search resources, services, and docs text box at the top of the 

Azure portal page, type Activity log and press the Enter key. 

 

 

 

 



 

 

Conclusion  
 

 

The following it is to clean-up though the powershell might not open due to the dummy account 

 



 

 

 


